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— 01 THE THREAT LANDSCAPE

Email is the front door, and it's wide
open

90%+ 3.4bn 21sec 549

of all cyberattacks begin with phishing emails hit inboxes median time for someone to click rate for Al spear-phishing
an email. every day, 82.6% are now Al- click a phishing link.

generated.

StationX, Phishing Statistics 2026 Verizon DBIR 2025 Harvard Business Review 2024

Industry consensus

Postal, shipping & supply-chain is uniquely exposed : high transaction volumes, constant vendor communication, and tracking links that

everyone is trained to click.




— 02 WHY POSTAL IS AN INTERESTING TARGET

Three ways attackers weaponise the

post

RISK 01

The transportation risk

The transportation and logistics sector is a
prime target for Business Email
Compromise (BEC), suffering from some
of the highest response rates to scam

emails.

Top 3 sector for BEC

RISK 02

The delivery bait

Retail and logistics impersonation
dominates global phishing traffic because
attackers exploit our reflex to click on
"failed delivery" or "update address"

notifications.

#1 most-impersonated

consumer category

RISK 03

Vendor email compromise

Postal networks process millions of third-
party supplier invoices, making them prime

targets for fake billing and invoice updates

66% of organisational phishing

is pretexting & fake billing



— 03 WHAT DO WE COVER TODAY?

Preventing exact-domain name spoofing

@ Mail File Edit View History Actions Window Help > Q & MacSo3 13:32
@06 il Mall
{ From: PosthL Notifications <notifications@postni.ni> & )
Inbox (18) PostNL Tuesrday | H
PostNL Notifications Subject: Payment is needed for delivery.
Sent e e
v pakket nummer 3SBWYZ01234 Sent: 14:32
Drafts lerweg, maar we hebben eer
Trash PostNL Notifications 14:32
Payment is needed for delivery.
Flagged ; akket met zendinasnummer. bito
n adg siramtenaet
PostNL Notifications
PostNL Notifications
Kketr r 3SBWYZO\ Beste klant,
PostNL Notifications userday Uw pakket met zendingsnummer 3SBWYZ01234567 is onderweg, maar we
Payment is needed for delivery hebben een openslaand bedrag van € 2,89 geconstateerd voor invoerrechten en
Y RARNOLTILZONOME S M administratiekosten, Dit bedrag dient betaald fe worden voordat we de bezorging
kunnen afronden. Betaal nu om vertraging te voorkomen.
PostNL
PostNL _ ‘ U kunt veilig betalen via onderstaande knop:
PostNL Notifications 18m now BEZORG‘NG BETALEN (3 2,99)
Payment is needed for delivery L ’
U kunt ook betalen via onze beveiligde website met code 8456.
PostNL 18m nat . P i
Payment is Notifications Let op: als de betaling niet binnen 48 uur is voldaan, wordt het pakket
v pakiket nnmar 3SBWYZ01234567 teruggestuurd naar de afzender.

derweg, maar we he [ n oOf
DA ethll et s Met vriendeliike agroet.



— 03 THE STATE OF THE WORLD'S TOP 50 POSTS

Only 18 of 50 are actually protected

[ ] p=reject Protected

@ p=quarantine Not fully protected

36 /O @ p=none Not protected

fully protected
18 of 50 posts at p=reject

® No record Not protected

TOTAL SURVEYED

n 32 of the 50 most-trusted postal brands can still be spoofed today. Anything below p=reject leaves the door open.
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Email is critical
Infrastructure

« 55 to 60 million messages each month
« Track & Trace

* Delivery Notifications

« Customer communications

A high value phishing-target

15 juli 2026
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Emall I1s not bullt for
security

Built for delivery, not for authentication
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Phishing mail namens PostNL
* Store-and-forward protocol Fsecurity.n| s blokkeert je bestanden

o NO inherent Sender Verification Mmm © 18-10-2014, 15:51 AANGEPAST OP 19-10-2014, 14:28

Krijg je een mailtje van PostNL dat hier op lijkt,
druk dan vooral op de delete-knop:

* From header and domain spoofing

| Valse PostNL-mail vraagt 8 euro voor pakketbezorging
| woensdag 17 december 2014, 09:50 door Redactie, 13 reacties
| Er gaat op dit moment een e-mail rond die van PostNL afk ig lijkt, maar gers in wer Phishing

probeert op te lichten. Het bericht heeft ais onderwerp "Bezorging van uw pakket” en zou doot . L .
"postnimijnpakket@info.postnl.nl* ziin verstuurd. De e-mail stelt dat er een pakket niet kon woi Het pOSthdrUf waarschuwt voor phIShmg mails,

afgeleverd. "December is een drukke maand. Hetaas is uw Pakket vastgehouden door de douane vanwege douan nepmails waarmee criminelen je geld proberen
Om uw Pakket vrij te laten stelen vragen wij u graag om €8 te betalen", aldus het bericht.

lmdmm mmmlemm Alm fm s liilmmm G A smm sl

Phishing, brand impersonation and fraud

15 juli 2026



Establishing trust with
open standards

SPF - Sending infrastructure

Authorized list of sending sources

DKIM - Message integrity
Adds digital signature
Domain match

Original message

DMARC - Policy & Enforcement

Combined control needed

15 juli 2026



The move to p=reject Is
not a switch but a
project



PostNL DMARC

Journey

Start in 2016

Insights in the email flows
Unknown senders

Misconfigurations
Domains to P=quarantine
Analysis of DMARC reports
Over to P=reject

15 juli 2026
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Complexity

6 months of DMARC data
« 500+ senders

o Internal systems
o SaaS platforms
o Vendors
« Organizational challenges
o Unknown senders
o Unclear ownership
o Misconfigurations

o Fear of blocking

No longer a technnical problem

15 juli 2026







Emailsecurity of today

3000 domains
100% DMARC p=reject
Full enforcement

Clear outcome

Valid mail passes
Invalid maill is rejected
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Emailsecurity of today

Clear outcome

437 109,740,296 99.66%

99.65%
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Identified senders Forwarders / Unaligned Threat / Unknown
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Emailsecurity of today

Clear outcome

B Volume Misbruik [l Volume 'Reject’ Reject (%)
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What'’s next?

* Relaxed Alignment (Default)

DKIM Domain mail.vendor.postnl.nl
« Allows partial domain matching :
o From domain postnl.nl
* Flexibility Result PASS 4

. Loopholes y 4
* Moving to strict alignment Strict Alignment _

- Exact domain match required DKIM Domain mail.vendor.postnl.nl
* No shortcuts From domain mail.vendor.postnl.nl
Result PASS

Stronger control over who can send
on your behalf

15 juli 2026




PostNL approach

« (Governance

« Digital Security & Trust Services
* Enterprise Firewall
» Certificate Services
* Public DNS
» Secure Emailing
« Ownership
* Every domain & sender
* Requested through the webshop
« Onboarding
 SPF, DKIM, DMARC

 Lock the domain down

15 juli 2026



PostNL approach

Domains

This is an overview of all your domains in the selected space. You can check whether a domain is secure, view its current DNS records, and see if emails are being sent from it!
@ Learn more

X Filters X Sort 4k Auto-fit © Reset

Domain T Y sStatus Y Volume Y Compliance DMARC Y SPF Y DKMt Y

l~2 24hoursofpostnl.nl Q (0] (0] ¢

|~ 24hourspostnl.nl Q

|~ aangetekendpostnl.nl
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Phishing... A problem of the past?

Unfortunately, only PostNL owned domains are protected

« DMARC only protects your own domains

« Lookalike domains still bypass protection
pOstnl.nl

postnl-tracktrace.net
* Phishing remains a real threat

« Takedown processes are required
Cybersecurity Office

« Continuous improvement with DMARC partner

Security is an ongoing process
15 juli 2026
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BIMI, what about it?

Next to security, also interesting from marketing perspective

| .
- Brand Indicators for Message ous, Bt
|dentification aan me v

» Displays your verified brand logo in
the inbox

OFFENGA  Bekijk de online versie / Need a translation?

See the online version.

« Builds brand recognition & user trust

» Survey by Entrust:

— 21% increase in open rates H Oi D aWI ey, We
— 18% increase in brand recall h e b be n je pa kket

— 34% increase in purchase likelihood

van Offenga



BIMI, the reality

* Not a security control
* Requires p=quarantine

* Requires registered trademark + SVG
logo ®

» Requires VMC certificate
@
Spring

Emailsecurity requires a combination of
controls



Extra layers of security

Securing the full outbound communication chain

Domain Security Transport Security
— DNSSEC -  STARTTLS
- MTA-STS

Sender Authentication - DANE (In progress)

- SPF
- DKIM Brand & Visibility
- DMARC - BIMI

- Anti Phishing Code

A layered approach to securing email

15 juli 2026






Call to action

Postal operators are high value targets.
Reduce your attack surface by protecting your domains

Start:

DMARC Journey

Move to enforcement

Take control of your domains

15 juli 2026






