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About this document

About this document

Intended audience

This manual is intended for use by IFS administrators who are responsible for configuring IFS Cloud
clients. IFS Cloud clients refer to any workstation or mobile device accessing IFS that runs in the
Cloud.

How to use this manual

This manual applies to any IFS applications that run in a Cloud environment, e.g. IFS Cloud.

Before you install and configure your IFS Cloud clients, you must have a basic understanding of how
a Cloud environment works.

For information on:
¢ the basic IFS Cloud concepts, see"Introduction” on the next page

* the hardware and software requirements for your workstation or mobile device, see"Hard-
ware and software requirements" on page 8

¢ the relevant IFS components and enrollment application to install on a workstation or
mobile device, see "Prerequisites” on page 10

* how to access IFS Cloud from a workstation or mobile device, see"Accessing IFS Cloud" on
page 17

You may not copy, rewrite or redistribute this document in any form. To do so is a violation of inter-
national copyright laws. However, the Postal Technology Centre welcomes your input. For queries or
service requests, you can raise them at https://support.upu.int.
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Introduction

Introduction

Overview

IFS Cloud is IFS hosted in a Cloud environment, which can be accessed from a trusted workstation or
IFS Mobile.

Terminology
The following terms are used throughout this guide.
IFS Cloud client: Any workstation or mobile device that accesses the IFS Cloud components.

PTC Enrollment solution: A suite of enrollment applications developed by the PTC which reuses the
existing PTC Certificate Authority (CA) infrastructure to manage the process of client enrollment for
any PTC website or web API. For workstations or mobile devices to use IFS Cloud, they must first be
enrolled using the relevant PTC Enrollment application: PTC Enroll Client for workstations and PTC
Enroll Mobile for mobile devices. The PTC Enrollment web application manages all enrollment
requests.

IFS Components

IFS consists of several distinct software components and supported peripherals.

The following table contains a complete list of IFS components.

Software components Description
Database repositories  IFS Production Database Repository of the IFS production data
IFS Archive Database Repository of the IFS archive data
Windows Services IFS Communication Server Interfaces with local systems

Connection to the UPU EDI network

IFS Gateway S
ateway setvet (POST*Net-Finance)

Web Servi dt id .
Web Services IFS API Server €D services used to provide oper
ational functions to the local system

The IFS licati df dmin-
IFS Management Console . e . applica 19n use. or admin
istration and configuration

. . App used to provide operational func-
Applications IFS Mobile App tions on the mobile device

Web application used to provide oper-

IFS Web Server . . . .
ational functions via the intranet,
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Software components

Description

accessed through the IFS Web Client,
a browser front-end

Security in [FS

IFS Cloud includes a number of security measures that limit access to IFS application components. It

is only available to authorized client workstations and mobile devices.

Only client workstations with valid certificates, credentials and execution rights delivered by the PTC
are authorized to connect to IFS Cloud. Similarly, only mobile devices installed with a valid certificate
delivered by the PTC are authorized to connect. The table below lists the security measures for client

workstations and mobile devices accessing IFS Cloud components.

Client type (T Security measure
yP accessed Y
Workstation IFS Web Two—way SSL auth.entif:atior.l ’Fo val-
idate server and client identities
Active Directory (AD) imple-
IFS Management mentation and account management
Console by the PTC
VMware Horizon Client
Web server certificate installed on
the IFS API Server to secure access to
it
Mobile device IFS API Server Mobile device certificates are issued
and revoked by PTC Enrollment via
the PTC-hosted Certificate Authority
(CA)

IFS Cloud unsupported in virtualized environments

o IFS Cloud is unsupported in a virtualized environment. Locally mapped peripherals do not work

when connecting remotely, such as through Remote Desktop.

The following diagram illustrates the supported and unsupported scenarios:

* Scenario 1 is the unsupported scenario whereby the user connects to the workstation

through a remote connection

* Scenario 2 is the supported scenario whereby the user connects to the workstation directly
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Scenario 1 - peripherals (= printers, ...) are not available in IFS Cloud

End user

Thindient
W are
Server or workstation PTC firewall connection
running ¥Yhware Broker (PTC)

Harizon Yiew Client

Scenario 2 — peripherals (= printers, ...) are available in IFS Cloud

End user
Whlware
Server or workstation PTC firewall connection
running Whlware Broker (FTC)

Harizon Yiew Qient




Hardware and software requirements

Hardware and software requirements

This chapter describes the PTC's recommended minimum hardware and software requirements for
IFS Cloud clients.

IFS Cloud client requirements

Except for a compliant browser and the relevant application for enrollment, there is no specific hard-
ware or software requirement for workstations connecting to IFS Cloud. However, business managers
accessing the IFS Management Console component must have the VMware Horizon Client installed
on their workstation, see "Install VMware Horizon Client" on page 15.

For mobile devices, the only requirement is the installation of PTC Enroll Mobile and IFS Mobile.

Refer to "Prerequisites” on page 10 for details on these components.

Firewall requirements

This section describes the firewall requirements to ensure that a successful connection to IFS Cloud is
established.

Communication ports

You must open all the ports listed below to connect to cloud.ptc.post.

Port Transport Protocol
443 TCP
4172 TCP
4172 uDP

E For improved security, port opening can be restricted to a single IP address of the PTC server.

Supported peripherals
IFS supports the following peripheral devices.

Laser printers

Hardware

Document printer | Requires a Windows driver

Receipt printers




Hardware and software requirements

Hardware

Small form factor Requires a Windows driver

printer Print width between 50 and 200 mm

PTC Enroll Mobile and IFS Mobile

Hardware

) Minimum 4.3 inch; 7 inch or larger recom-
Screen size

mended

Network access Wi-Fi/GPRS (mobile data)

Options For printing (requires custom devel-
opment):

¢ Bluetooth

» Native printing configuration

Software

Android 13.0 (API level 33)

Operating systems | Android 5.0 or later (minimum API level

21)

Any PDF reader software (for IFS Mobile

PDF
reader App only)

Mobile device requirement

The mobile device must not be rooted and the screen lock function must be configured with at least a
pattern, a PIN, or a password.




Prerequisites

Prerequisites

Before you can access IFS Cloud, your workstation or mobile device must already have the required

components and must be enrolled.

Workstation requirements

1. Install the PTC Enroll Client application and enroll your workstation by submitting a cer-
tificate request and downloading a valid certificate.

2. Ensure that your workstation has a compliant browser to access IFS Web.

3. If you are accessing the IFS Management Console, install the VMWare Horizon Client. See
"Install VMware Horizon Client" on page 15.

Mobile device requirements

1. Install PTC Enroll Mobile and enroll your mobile device by submitting a certificate request
and downloading a valid certificate.

2. Install IFS Mobile to access IFS from your device.

Install the PTC Enroll app and enroll your desktop or mabile device

If you are using a desktop to access IFS Cloud, refer to the PTC Enroll Client User Guide at:
https://www.upu.int/en/Postal-Solutions/Technical-Solutions/Products/PTC-Enrollment for detailed
information on installing PTC Enroll Client and enrolling your desktop workstation.

If you are using a tablet or a mobile device to access IFS Cloud, follow the procedure below to install
the PTC Enroll app and enroll your mobile device.

1. On the Google Play Store, search for the PTC Enroll app and install it: https://-
play.google.com/store/apps/details?id=ptc.enroll.

2. When the installation process ends, tap OPEN. The Settings window is displayed.

Settings

Enrollment password \

(unique per device) *

CONFIRM CANCEL

3. Specify values for the following:

Enrollment password: Set a unique password for your device; this password is used to
authorize installed PTC applications to access the certificate of the mobile device. The
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Prerequisites

password must be at least eight characters long, containing a combination of letters, num-
bers and special characters. Keep the password safe and secure, and do not share it with
any unauthorized personnel.

Settings URL: Type or paste the URL provided to your organization by the PTC in this
field. The pre-production settings URL has the format:

http://enroll.preprod.ptc.post/MobileXXX/settings.xml where XXX is the three-letter oper-
ator code, for example, FRA.

Similarly, the production settings URL for PTC Enroll would be http://en-
roll.ptc.post/MobileXXX/settings.xml

4. Tap CONFIRM. The Certificate Request window appears. The information collected in this
screen helps the enrollment manager to identify the enrollment request. PTC Enroll Mobile
displays the country based on the value defined in the Settings file. You must fill in values
for all the fields in the screen, as follows.

* Country

» State/Province
* Locality/City
e Email

¢ Phone

Request Description (o Enter information about the request to help the PTC
Enrollment Manager identify and approve it easily.)

Certificate Request

Country * FRANCE

State/Province * I

Locality/City *
Email *

Phone *
Request

Description *

SUBMIT CANCEL

5. Click SUBMIT. PTC Enroll Mobile displays a confirmation message.

11



Prerequisites

A certificate request has been sent for the
device: 359655069777322feB0862e27fffe1

e3faé6wlan0. Restart the application once the
device has been enrolled by an administrator.

OK

6. Click OK. Details of the certificate request submitted are displayed.

l Enroll

Certificate

Common Name:
359655069777322feB0862e27fffe1e3f46wland
Request Id: 29

Country: FR

Locality/City: Mulhouse

State/Province: Alsace

Email: test{@email.com

Phone: +41794997979

Request Description: Notes

Additional information

Device name: PTC (Galaxy A3)
User Name: mob1upu@gmail. com
Brand: samsung

Model: SM-A300FU

Display Size: 960x540

Device Type: Mobile

IMEI: 359655069777322

Mac Address: 02:00:00:00:00:00
Ip Address: 1812048064

Nic Address: feB0::862e:27ff:fe1e:3f46%wlan0
Os Type: Android

0S Version: 6.0.1

Enroliment Type: User

7. Communicate the Request id to the Enrollment Manager. Often, the enrollment manager for
the web workstations and mobile devices is the same. It may take sometime for the Enroll-
ment Manager to approve the request from the PTC Enrollment web application.

8. After the enrollment has been approved, launch PTC Enroll Mobile. PTC Enroll Mobile
retrieves the certificate and installs it.

12



Prerequisites

o The certificate has been retrieved.

OK

E If the enrollment is rejected, PTC Enroll Mobile displays a rejection message.

Failed while getting the certificate for the
device: 359655069777322feB80862e271ff

ele3f4b6wlan0 might not yet be available
Please contact PTC.Support
Status:Rejected

oK

However, if the certificate has not been issued yet, PTC Enroll Mobile displays a message
asking you to check again later.

Failed while getting the certificate. The
certificate for the device: 359655069777
322feB0862e27fffe1e3f46wlan0 might not
yet be available. Try again later

Status:Requested

oK

9. Click OK. PTC Enroll Mobile displays the details of the retrieved certificate.

13



Prerequisites

Q\ Enroll

Certificate

Serial Number (Certificate Request Id):
16000001b6cab13d2c071531af0000000001b6 (438)
Trusted Device Certificate |dentifier;,0

Valid from:6 Jun 2018 11:05:30

Valid to:6 Jun 2023 11:15:30
Subject:1.2.840.113549.1.9.1=#160e7465737440656
d61696c2e636f6e
CN=359655069777322feB0862e27fffele3fd6wlan0
OU=Maobile Enroll

0=J1CFRA

0OU=Postal

O=Universal P
DC=#1607706f73744e6574
DC=#1604706f7374
Signature Algorithm
SHAS12WithRSA

Additional information

Device name: PTC (Galaxy A3)
User Name: mob1upu@gmail.com
Brand: samsung

Model: SM-A300FU

Display Size: 960x540

Device Type: Mobile

IMEI: 359655069777322

Mac Address: 02:00:00:00:00:00
Ip Address: 1812048064

Nic Address: fe80::862e:27ff.fe1e:3f46%wlan0
Os Type: Android

0S Version: 6.0.1

Enroliment Type: User

Your certificate is now installed. You are now ready to install or use PTC mobile applic-
ations from this device.

Install IFS Mobile

1. Download the IFS Mobile app (test or production copy) from the Google Play Store.

Test: https://play.google.com/store/apps/details?id=org.universalpostalunion.ifs.preprod

Production: https://play.google.com/store/apps/details?id=org.universalpostalunion.ifs.prod

2. When the installation process ends, launch the IFS Mobile app. You will be prompted to
enter enrollment information.

Soap settings URL

Enrollment password

Soap settings URL

~/ CONFIRM CANCEL

3. Specify values for the following:

Enrollment password - Type the password you created during the PTC Enroll set up.

14
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Prerequisites

Soap settings URL - Type or paste the URL provided to your organization by the PTC in
this field. For the pre-production environment, an example is: http://XXX.-
preprod.ifs.post/JICXXX_IFSMobile/soap_settings.xml, where XXX is your operator code,
for example, FRA.

Similarly, for the production environment, the settings URL to be typed should have the
format http://XXX.ifs.post/J1ICXXX_IFSMobile/soap_settings.xml.

Tap CONFIRM. You have just completed the installation and configuration of IFS Mobile on
the enrolled device.

Install VMware Horizon Client

Install VMware Horizon Client only if you are accessing the IFS Management Console component

from your workstation.

E The PTC recommends installing the latest version of VMware Horizon Client. The procedure

below applies to VMware Horizon Client version 5.0.0.

1.

Download and install the latest version of VMware Horizon Client from the following web-
site: https://my.vmware.com/web/vmware/info/slug/desktop_end user computing/vmware
horizon_clients/5 0.

Click Agree & Install to install the application with default settings or click Customize
Installation.

a. If you choose Agree & Install, skip steps 3 to 5.

b. If you choose Customize Installation, proceed to step 3.

7 vMware Horizon®

Version 5.0.0

You must agree to the Privacy Agreement and License Terms before you can install the product

Customize Installation

3. If you choose Customize Installation, set the following values:

a. Internet Protocol - leave the default selection IPv4 as is
b. Additional features - choose only USB Redirection

c. Default connection server - type cloud.ptc.post for the Production server, cloud-
test.ptc.post for the Pre-Production server

15
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Prerequisites

7N VvMware Horizon

ercioen S 00
TETRION 2L

You must agree to the Privacy Agreement and License Tenms before you can install the product

- . .
Customaze Installation

4. Click Agree & Install to start the installation process.
5. Click Launch to launch the application.

6. Click Finish to complete the installation. You are prompted to restart your computer for the
changes to take effect.

16



Accessing IFS Cloud

Accessing IFS Cloud

Access IFS Cloud from a workstation

o You must have already enrolled your workstation before accessing IFS Management Console or
IES Web. See the PCT Enroll Client User Guide, accessible at https:// www.upu.int/en/Postal-
Solutions/Technical-Solutions/Products/PTC-Enrollment for details.

Access IFS Management Console

1. Start the VMware Horizon Client and double-click the server icon.

cloud.ptc.post

2. The application prompts you to log in. Enter the credentials below:
* User name: XXX-UserName (where XXX is your operator code)
» Password: your existing IFS Cloud password

e Domain: PPROD for the test environment, CLOUD for the production environment

("R I_Dgin —H | ﬁ‘
vimware Horizon
Server: |t hittpefidoud. pic. post
Lﬁﬂ'm
Basmword
Doman [prro0 -

3. To perform administrative functions in IFS Cloud Management Console, double-click the
icon below and enter your login credentials. IFS may request you to change your password
if it is your first time to log in, or if your password does not comply with the password set-
tings defined for your organization. You can change your password by logging in to IFS
Web and selecting the Change password function from the Administration and con-

17
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Accessing IFS Cloud

figuration menu.

@

IFS.CLOLD. TEST

Access IFS Web
1. Open your browser and enter the IFS Cloud URL provided to you by the PTC.

2. Log into IFS. IFS redirects you to the Change password screen if it is your first time to log
in, or if your password does not comply with the password settings defined for your organ-
ization. You must change your password to access IFS.

Access IFS Mobile

E You must have already enrolled your mobile device to use IFS. See the PTC Enroll Mobile User
Guide, accessible at https://www.upu.int/en/Postal-Solutions/Technical-Solutions/Products/PTC-Enroll-

ment for details.
1. Open the IFS Mobile app on your mobile device.

2. Log into IFS. IFS prompts you to change your password if it is your first time to log in, or if
your password does not comply with the password settings defined for your organization.
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